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Overview 

 

Q1 Technologies is committed to protecting the privacy, confidentiality, and security of personal 

information entrusted to us by our clients, employees, business partners, and website visitors. As 

a technology services organization, we recognize the importance of responsible data 

management and maintaining strong privacy practices across all areas of our operations. 

 

Our privacy framework is designed to ensure that personal and confidential information is 

collected, processed, stored, shared, and disposed of responsibly and in accordance with 

applicable laws, contractual obligations, and industry best practices. 

 

Q1Tech applies appropriate administrative, technical, and physical safeguards to protect 

information from unauthorized access, disclosure, alteration, loss, or misuse. Access to data is 

limited to authorized personnel based on business requirements, and information is retained only 

for as long as necessary to fulfill legitimate business, legal, and contractual obligations. 

 

Through secure technology practices, responsible data handling procedures, and a commitment 

to continuous improvement, Q1Tech strives to maintain the trust of our clients, employees, and 

partners while safeguarding the information entrusted to us. 

 

Q1 Technologies applies these privacy and data protection principles consistently across all 

global operations. Our commitment to responsible data handling, information security, and 

privacy practices extends across our offices and teams in North America, Europe, Asia, and other 

regions where we operate. These standards serve as a common framework to ensure that client, 

employee, and business information is protected through consistent processes, regardless of 

location. 
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Cybersecurity Policy 

 

This Cybersecurity Policy outlines the guidelines and best practices employees must follow to 

protect Q1Tech’s information, systems, and digital assets from cybersecurity risks. Maintaining a 

secure technology environment is a shared responsibility across the organization. 

 

1. Data Protection & Confidentiality 

a. Employees must protect company, client, and employee information by ensuring 

data is accessed, stored, and shared securely. Confidential information should 

only be shared with authorized individuals and through approved channels. 

2. System & Device Security 

a. Employees are responsible for maintaining the security of company systems and 

devices by using strong passwords, following security guidelines, installing 

required updates, and avoiding unauthorized software or applications. 

3. Email & Online Safety 

a. Employees should remain cautious of phishing attempts, suspicious links, 

attachments, and online activities that may compromise company security. Any 

suspected threats should be reported promptly. 

4. Access & Authentication 

a. Employees must protect their account credentials and use approved authentication 

methods, including multi-factor authentication where applicable. Passwords and 

access details must never be shared. 

5. Incident Reporting & Compliance 

a. Any suspected cybersecurity incidents, data breaches, or security concerns must 

be reported immediately. Employees are expected to follow this policy and 

support efforts to maintain a secure workplace. 

 

Q1Tech is committed to protecting its information assets through responsible technology 

practices, employee awareness, and a proactive approach to cybersecurity. 

 

 

Data Processing & Information Handling Policy 

 

Q1Tech is committed to processing personal information responsibly, securely, and in 

accordance with applicable legal, regulatory, and contractual requirements. Personal data, 

including personally identifiable information (PII), is processed only for legitimate business 

purposes related to the delivery of services, client engagements, recruitment, and business 

operations. 

 

Client information is handled with the highest level of confidentiality and is accessed only by 

authorized personnel with a legitimate business need. Q1Tech implements appropriate 

administrative, technical, and physical safeguards to protect personal data against unauthorized 

access, disclosure, alteration, loss, or misuse. 

 

Where personal information is processed on behalf of clients, Q1Tech acts in accordance with 

client instructions, contractual obligations, and applicable data protection requirements. Third-
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party service providers engaged in processing data are expected to maintain equivalent standards 

of confidentiality and security. 

 

The company supports the responsible use of technology, including AI-enabled tools where 

appropriate, while ensuring that client confidentiality, data privacy, and information security are 

maintained at all times. Confidential or personal information may not be used with unauthorized 

systems or platforms. 

 

Personal information is retained only for as long as necessary to meet business, legal, or 

contractual obligations and is securely disposed of when no longer required. Q1Tech continually 

reviews and improves its data processing practices to support the evolving needs of its clients 

and regulatory requirements. 

 

 

Information Protection & Data Privacy Policy (internal) 

 

Protecting confidential information and personal data is fundamental to maintaining the trust of 

our clients, employees, and business partners. 

 

Q1Tech is committed to safeguarding confidential, proprietary, and personal information through 

appropriate administrative, technical, and physical security measures. 

 

Employees are responsible for protecting company assets, client information, intellectual 

property, and personal data entrusted to the organization. Access to information is granted only 

to authorized individuals based on legitimate business needs. 

 

The company complies with applicable data privacy and information security regulations and 

continually enhances its security practices to address evolving cyber risks. Any suspected data 

breach or unauthorized disclosure must be reported immediately through established reporting 

procedures. 

 

Confidentiality obligations continue even after employment or contractual relationships have 

ended. 

 

 

Website Privacy Policy (External) 

 

Q1 Technologies may collect personal information that visitors voluntarily provide through our 

website, including but not limited to names, email addresses, telephone numbers, company 

information, employment applications, and other information submitted through contact forms or 

inquiries. We may also collect certain technical information, such as IP addresses, browser type, 

device information, and website usage data through cookies and similar technologies to improve 

website functionality and user experience. 

 

Personal information is collected solely for legitimate business purposes, including responding to 

inquiries, providing requested information or services, processing employment applications, 
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improving our website and services, communicating with customers and business partners, and 

complying with applicable legal and regulatory obligations. 

 

Q1Tech does not sell, rent, or trade personal information to third parties. Information may be 

shared with authorized service providers, business partners, or regulatory authorities only when 

necessary to support business operations, fulfill legal obligations, or provide requested services. 

Any third party receiving personal information is expected to maintain appropriate 

confidentiality and security standards. 

 

The company maintains appropriate administrative, technical, and physical safeguards to protect 

personal information from unauthorized access, disclosure, alteration, loss, or misuse. While no 

method of electronic transmission or storage is completely secure, Q1Tech continuously reviews 

and enhances its security measures to safeguard the information entrusted to us. 

 

Visitors have the right, subject to applicable laws, to request access to, correction of, or deletion 

of their personal information, withdraw consent where applicable, and opt out of receiving 

marketing communications. Requests regarding personal information may be submitted through 

the company's designated privacy contact. 

 

Our website may use cookies and similar technologies to improve functionality, analyze website 

traffic, and enhance the user experience. Visitors may manage or disable cookies through their 

browser settings; however, doing so may affect certain website features and functionality. 

 

Q1Tech may periodically update this policy to reflect changes in legal requirements, technology, 

or business practices. The most current version of the Website Privacy Policy will be made 

available on the company's website. 

 

 

Data Security & Infrastructure Protection Policy 

 

Q1Tech maintains robust technical and physical safeguards to protect client, employee, and 

business information from unauthorized access, loss, or misuse. Security measures are 

implemented across network infrastructure, cloud environments, data storage systems, and 

physical facilities to support the confidentiality, integrity, and availability of information. 

 

 

Network Security 

 

Q1 Technologies utilizes enterprise-grade Cisco firewalls and network equipment to help protect 

its technology infrastructure and maintain secure connectivity across operations. These security 

controls support network monitoring, access management, threat prevention, and the protection 

of confidential client and business information from unauthorized access or potential security 

risks. 
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Secure Cloud Storage & Data Protection 

 

Q1Tech leverages Microsoft Azure and Microsoft 365 cloud environments to support secure data 

storage, collaboration, and business operations. These platforms are managed with appropriate 

access controls and security measures to help protect sensitive and confidential information. 

 

 

Data Access & Retention Management 

 

Access to client and business information is restricted to authorized personnel based on job 

responsibilities and legitimate business requirements. Q1Tech follows a least-privilege approach 

to ensure that individuals only access the information required to perform their duties. 

 

Data is securely stored and maintained throughout its lifecycle. Information that is no longer 

required for business, contractual, or legal purposes is removed through established retention and 

disposal processes, including secure data sanitization and data scrubbing practices where 

applicable. 

 

 

Physical Security Controls 

 

Q1Tech maintains physical security measures to protect facilities, systems, and information 

assets. All office premises are secured through CCTV monitoring, card-based access controls for 

designated areas, and security personnel to help prevent unauthorized physical access.  

 

 

SMS Consent 

 

We will not share your opt-in to an SMS campaign with any third party for purposes unrelated to 

providing you with the services of that campaign. We may share your personal data, including 

your SMS opt-in or consent status, with third parties that help us provide our messaging services, 

including but not limited to platform providers, phone companies, and any other vendors who 

assist us in the delivery of text messages. 

 

All of the above categories exclude text messaging originator opt-in data and consent; this 

information will not be shared with any third parties. 

 

Opt-out process: 

You may choose to stop receiving text messages from Q1Tech at any time. 

 

To opt out, simply reply STOP or UNSUBSCRIBE to any text message you receive from us. 

 

Once we receive your opt-out request, you will be immediately removed from our messaging list 

and will no longer receive SMS messages from us. 

 

For assistance, reply HELP or contact us at info@q1tech.com. 
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